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Abstract—For over a decade, software-based microarchitec-
tural attacks have mainly exploited timing differences to infer
information from DRAM. However, recent timing-based ap-
proaches failed to characterize some precise microarchitectural
behaviors, either due to defense or optimization mechanisms.

In this work, we show that unprivileged millisecond- and
milliampere-resolution power sensors on modern Arm SoCs
are sufficient to recover DRAM mapping functions and reveal
the data dependence of memory accesses without any timers.
We present HOMARD, a new methodology that reads DRAM
activity from this benign telemetry, overcoming the mentioned
timing limitations. Building on this, we introduce two new
attack primitives. HOMARD-RE is a hierarchy-aware linear-
algebraic method that reverse-engineers the DRAM addressing
functions from power alone. HOMARD-DATA recovers the
Hamming weight of a fetched cache line through joint-power
rail templating, and the secret byte values that the CPU moves
across the DRAM bus through correlation power analysis
on the same rails. Across an AMD ZCU102, a Raspberry
Pi 5, and a multi-chip-based LPDDR4 NVIDIA Jetson TX2,
HOMARD-RE succeeds where row-buffer timing methods fail.
On the Pi 5, HOMARD-DATA classifies 9 Hamming-weight
levels at 81.5 % accuracy and recovers secret bytes in minutes
by correlating the rail current with the data-dependent bit
toggling between neighbors in a row. Both primitives work with
an architectural load or a mispredicted Spectre-RSB path on
which no value is architecturally read. Together, these results
establish unprivileged power telemetry as an independent
side channel for profiled attacks on the microarchitecture,
particularly powerful when timing falls silent.

1. Introduction

Side-channel attacks have been studied since three
decades, exploiting various signal sources and side effects
such as timing, power, emissions of electromagnetic ra-
diation, heat, and sound. Many of these attacks require
physical access whereas others, mostly timing attacks, en-

able software-based attacks, e.g., on microarchitectural ele-
ments as well. Since software typically cannot make fine-
grained observations on power consumption or physical
emissions, most software-based microarchitectural attacks
rely on timing differences. However, timing attacks require
high-resolution timers, which may be inaccessible [28], or
unable to capture fine-grained differences in the microarchi-
tecture, such as the row-buffer conflict on some multi-chip
LPDDR4 platforms [36]. Furthermore, timing attacks can
only reveal differences that have different execution times
in the microarchitecture, e.g., depending on the microarchi-
tectural state or secret inputs to a computation.

Only recently, software-based power analysis has
emerged, allowing to observe differences in the microarchi-
tecture even when no timing difference exists, e.g., different
values in a register. This effect has been exploited on x86
processors to attack cryptography [29], or directly read data-
dependent activity in the shared cache hierarchy [22] on x86.
These attacks exploit dedicated interfaces, e.g., Intel RAPL,
and mechanisms, e.g., DVFS, to make these differences in
the power consumption visible to a software-based attacker.
On Arm, userspace rail sensors have been used to fingerprint
deep neural networks and recover cryptographic keys [49],
[4]. Similarly, custom circuits deployed in the programmable
logic in an SoC-FPGA behave as delay sensors, provid-
ing indirect measurements of instantaneous power activity.
SnoopyPower [37] exploited this behavior to attack the
cache and the coherence states of the Arm complex in an
AMD Zynq SoC.

In contrast to these attacks on the microarchitecture of
the processor, software-based attacks on the DRAM still
primarily rely on timing. For instance, a long line of research
exploits DRAM timings to infer physical-to-DRAM address
mappings [35], [46], [11]. However, DRAM activity is a
dominant contributor to system-level power consumption:
around 46% on consumer platforms, and more than 60%
under memory-intensive workloads such as deep learning
training [41]. Consequently, physical power side-channel
attacks are known to be able to exploit power consump-



tion variations in DRAM, which can be accumulated to
leak cryptographic keys [32] Therefore, it is surprising that
there is only limited knowledge about the extent to which
DRAM power consumption can expose system activities
to software-based attackers, which have much more con-
strained access to power consumption data. Furthermore,
vendors have taken steps against prior software-based power
attacks [29], by deploying mitigations in more recent pro-
Cessors.

In this paper, we present HOMARD, an unprivileged
software-based power side channel that leverages low-
resolution sensors on modern Arm-based platforms. We
develop a methodology for reverse-engineering DRAM ad-
dressing functions from the hierarchy and its levels of
contention. We show that power consumption can overcome
limitations of timing methods and resolve the hierarchy at
a finer granularity. In particular, our method allows us to
recover the mapping from systems where the state of the
art failed with timing-based methods [36]. We turn this into
a generic, channel-independent recovery method that, for
the first time, exploits the hierarchy’s nesting to reduce the
number of address pairs required for reverse engineering,
and into which any channel could plug. Power channels
make the method especially practical, since they expose
the hierarchy levels directly. On an Arm SoC with multiple
banks, sub-channels, and two separate chips, our method
recovers the full mapping and reduces the number of address
pairs needed by 2.15x over the state of the art in DRAM
reverse engineering.

We demonstrate, for the first time, that DRAM power
consumption, read via a software interface exposed to un-
privileged entities, can leak the value of a memory block
loaded from DRAM, with 63 out of 64 bytes recovered. By
combining this leakage with speculative execution, we can
even extract the value of an arbitrary memory block from a
victim’s address space with the same accuracy.

We first identify DRAM power rails that expose power
consumption to unprivileged entities on several Arm-based
SoCs. We then characterize the correlation between power
consumption and the content from a memory block (a 64-
byte-aligned memory region) accessed from the DRAM.
We show that power consumption correlates with the num-
ber of bits that flip between two memory blocks accessed
back-to-back, i.e., their Hamming distance. Building on
this observation, we present a novel attack technique that
induces concurrent accesses to a secret memory block and an
attacker-controlled memory block. By varying the attacker-
controlled data and measuring the resulting power consump-
tion, the attacker can apply correlation power analysis (CPA)
to recover the exact value of the secret memory block. Our
attack recovers 63 bytes of a 64-byte secret memory block
correctly in 19 hours. Finally, by combining this technique
with speculative execution, we show that an attacker can
induce speculative accesses to an arbitrary memory block in
the victim’s address space and achieve the same accuracy
within 18 hours.

Contributions

We establish non-privileged, aggregate power telemetry
as a general-purpose microarchitectural side channel on
Arm SoCs. Through HOMARD, we contribute:

1) Timer-free DRAM reverse-engineering. HOMARD
exploits a power side-channel to recover the DRAM hier-
archy and the functions mapping physical addresses to it,
using userspace telemetry alone. HOMARD enables re-
covering, for the first time, the full DRAM hierarchy on
Arm systems; this yields more information than state-of-
the-art tools and allows to enhance DRAM attacks. Our
methodology allows us to retrieve the DRAM mapping
of multi-chip LPDDR4 systems, where state-of-the-art
timing-based approaches failed.

2) Hierarchy-aware reverse-engineering. We introduce a
new methodology that extends the binary oracle (i.e.,
row-buffer conflict or miss) of prior work to a multi-
level oracle, yielding more information on the relation
between the addresses. By exploiting the nested hierar-
chy, it replaces a single exponentially rare collision with
a sequence of cheaper conditional events, reducing the
number of address pairs the probe requires.

3) DRAM Data Leakage. We demonstrate the first
software-only power analysis attack that can leak DRAM
data. HOMARD can not only derive the Hamming
weight of a memory block but also leak its content using
CPA techniques.

4) Power-based Spectre-RSB. We mount an end-to-end
Spectre-RSB  attack using HOMARD as the covert
channel to leak information about arbitrary data from the
victim’s address space. Unlike traditional cache-based
Spectre attacks, our attack does not require a secret-
dependent memory access pattern, broadening the range
of vulnerable applications.

Responsible Disclosure and Open Access. We disclosed
our findings to the national CERT on June 09, 2026, and
to Raspberry Pi Ltd, the company behind the Raspberry Pi
platform, on June 10. We are in the process of disclosing
our findings to other affected vendors with the assistance
of the national CERT. All code and data are available
at Zenodo (DOI: 10.5281/zen0odo.23078196), mirrored at
github.com/Koyiott/homard.

2. Background and Related Work

2.1. DRAM Fundamentals

To increase bandwidth and scheduling parallelism,
DRAM is organized as a hierarchy of channels, ranks, chips,
banks, rows, and more recently bank groups [41], [19].
Figure 1 summarizes this organization: a memory channel
connects the controller to one or more ranks, each containing
multiple chips that operate in lockstep to serve a cache-line
access. Within each chip the banks process commands with
a degree of independence while still sharing channel-level
resources such as the command/address and data buses [41].
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Figure 1: DRAM-based memory system organization.

At the array level, each cell stores one bit as charge
on a capacitor. The controller first issues an ACT command
to open a row in a bank; the activated row is sensed and
latched in the row buffer, after which RD and WR commands
select columns and transfer data in bursts over the memory
interface [18]. Because only one row can be active per bank
at a time, a request to a different row in the same bank
requires a PRE command to close the current row before
another ACT can be issued, resulting in a row-buffer conflict.
Cell charge leaks over time, so the controller must also issue
refresh commands periodically; depending on the standard,
refresh may target all banks or only a subset, temporarily
blocking access to the refreshed banks.

Modern DRAM uses a bidirectional data bus with data
strobes, a separate command/address bus, and high-speed
signaling with receiver termination. Current-generation in-
terfaces operate at multi-Gb/s per pin and must account for
termination, channel loss, and package topology [13], [16].

For power and energy accounting, DRAM standards
specify IDD current conditions for fixed operating scenarios.
These classes formalize a command-level view of DRAM
activity, tying each hierarchy interaction to a distinct mix
of activation, precharge, read, write, refresh, standby, and
power-down states. Measurement conditions differ across
DDR, LPDDR, GDDR, and HBM standards, and accurate
power accounting must capture active-bank state, command
counts, and interface behavior rather than rely on a single
uniform per-access cost [41], [17], [8].

2.2. Remote Power Analysis in SoC

Power analysis exploits the data dependence of CMOS
power consumption: each logic transition charges or dis-
charges capacitance, and switching activity dominates in-
stantaneous current [38], [32]. The majority of remote power
side-channel work relies on non-profiled attacks, recovering
secrets from instantaneous or correlated current traces via
simple power analysis (SPA), differential power analysis
(DPA), and correlation power analysis (CPA) [21], [2]. In
contrast, profiled (template-based) analysis [40] has only
recently been extended beyond cryptographic targets to fin-
gerprint microarchitectural states themselves [37], and the
body of work that does so on commodity SoCs remains
comparatively small.

This shift has been enabled by software-accessible power
telemetry, which turns template-based observation into a

purely software primitive on modern SoCs [26]. On x86, In-
tel’s RAPL counters enabled practical key recovery against
SGX enclaves in PLATYPUS [29]. Collide+Power moved
the methodology into the microarchitectural domain by
showing that data-dependent activity in the shared memory
hierarchy leaves a signature in coarse software-readable
energy interfaces, with no cryptographic target required on
the victim side [22]. On Arm, userspace rail sensors finger-
print DNN models and leak RSA-1024 keys [49], and the
Apple M1/M2 SMC’s on-chip meters yield AES-128 keys
via unprofiled CPA [4]. Microarchitectural power templating
on Arm exists but requires an instantiated Time-To-Digital
Converter (TDC) rather than native SoC telemetry [37], and,
like sensor-based attacks, targets only the compute side.
DRAM contention and its imprint on the dedicated memory-
subsystem rails, already exposed to userspace on production
Arm SoCs, remain largely unexplored.

2.3. Software-Based DRAM Address Reverse En-
gineering

The physical-to-DRAM mapping is a prerequisite for
reliable side-channel [25] and fault-injection analyses [7],
as well as for constructing and mitigating attacks such as
Rowhammer [23]. An extensive body of literature aims at
reversing it. DRAMA [35] first showed how to recover un-
documented physical-to-DRAM mapping purely from soft-
ware: it uses the row-buffer-conflict timing channel to group
addresses by bank, then brute-forces XOR masks that repro-
duce each group. This search is exponential in the number
of address bits. Later work [48], [46], [7], [10], [33], [14],
[51, [47], [36], builds on the same timing channel. The
approach has been ported to other platforms: AMDRE [10]
and DARE [14] target AMD, while RISC-H [33] targets
RISC-V. Several works reduce the runtime by testing strate-
gically selected address pairs [48], [5] or speeding up the
exponential search using DRAM geometry and microarchi-
tectural priors [46]. Knock-Knock [36] avoids brute force
and recovers the masks as a null space in polynomial time.
Sudoku [47] adds two more timing channels to label each
mask by hierarchy level. A separate approach drops timing
altogether and reads the channel, rank, and bank hierarchy
from Intel performance counters [12].

All of these methods either rely on a latency gap that
only a fine-grained timer can measure or depend on vendor-
specific performance counters. The weakness of timing-
based approaches is that the latency gap becomes hard to
exploit on modern hardware: the gap is small and noisy on
multi-chip LPDDR4 parts [36]; it is coarsened and jittery in
sandboxes and browsers [6]; and it disappears on controllers
that equalize access latencies.

2.4. Row-Conflict Timing Side Channel Limitations

A DRAM access decomposes into a sequence of array
operations whose latencies are exposed through standard
timing parameters such as tgrcp, tras, and trp [3]. treD



bounds the delay between an ACT command and the first
safe access to the activated row, tgag specifies the time
required to restore the row, and ¢trp captures the precharge
delay before another row in the same bank can be activated.
As a result, row-buffer hits, same-bank row conflicts, and
accesses that proceed in parallel across banks or channels
fall into distinct latency classes that an adversary can exploit
to recover the underlying address mapping.

This latency signal is informative, yet it is far from
a clean function of the address mapping alone. Standard
timings are derived from worst-case margins, whereas real
devices exhibit substantial variation across cells and spa-
tial regions [3]. Physical layout amplifies this variation:
cells at different distances from sense amplifiers, wordline
drivers, and other peripheral structures experience different
RC delays, so some internal regions can be accessed faster
than others [27]. In addition, recently accessed rows may
remain highly charged after precharge and can tolerate re-
duced tgrcp and tras, showing that timing also depends on
transient row history, leakage, and refresh state [9].

The memory controller reorders pending references to
improve locality and bus utilization [39]. A measurement,
therefore, mixes the probed accesses with queuing, refresh,
prefetching, and OS noise. Extracting the row-conflict signal
from this mixture requires high-resolution timers and careful
calibration, and that dependence is the limitation: timers
can be coarsened or removed, and the few methods that
instead use performance counters [12] can be restricted
just as easily, so a simple defense disables the existing
channels. Even when the timer is available, on Arm de-
vices, the channel remains binary, reporting only whether
two addresses collide at the deepest level and discarding
higher levels of contention in the hierarchy. This discarded
information is increasingly leveraged: early Rowhammer
attacks primarily need knowledge of collisions at the deepest
bank level, whereas recent approaches [1] target specific
DRAM components. Hence, higher-level co-location may
enable future attacks and improve their performance.

3. Threat Model

We consider an adversary with two complementary goals
on a target platform. In the first goal, the attacker attempts
to recover the DRAM memory hierarchy and its associated
address mapping function, expressed as Boolean functions
that, given a physical address, determine its chip, sub-
channel, and bank.

In the second goal, the attacker aims to exfiltrate data-
dependent state from memory blocks accessed from the
DRAM. Such accesses include not only architectural ac-
cesses but also the blocks accessed along transient execution
paths. The transient access is often triggered in Spectre
attacks. Both goals rely on the same online primitive in-
troduced in Subsection 4.2; they differ only in the stimulus
and the measurement objectives (physical location or data).
All prior software-level recovery techniques against either
goal assume the adversary can measure latency with sub-
microsecond resolution; we remove this assumption entirely.

Platform and security domains. HOMARD assumes a
commodity multi-user OS and unprivileged code execution:
no root, no physical access. In particular, the attacker is an
unprivileged party on the same SoC, i.e., any third-party
application or another tenant. The victim can be any other
process regardless of its running privileges, such as a ker-
nel or cryptographic processes. Our threat model considers
platforms that expose the considered telemetry sensors to
unprivileged user code. These are the types of platforms
typically deployed in embedded domains, such as automo-
tive, industrial, or other edge computing scenarios. Some
examples include embedded GPU-based platforms like the
Jetson family, multi-processor SoCs with FPGA like AMD
Ultrascale MPSoC (e.g., as in the ZCU102 board), or Rasp-
berry Pi 5 SoCs. These platforms, which include application-
grade processors, run a typical commodity multi-user OS
such as Linux.

3.1. Online Capabilities

The adversary can run ordinary user-space processes on
the target platform, with no root permissions, no kernel
modules, and no CAP_SYS_ « capabilities. The attacker
requires three primitives: (i) allocate memory and issue loads
to chosen virtual addresses; (ii) evict cache lines through the
userspace flush instruction (DC CIVAC on Arm); and (iii)
read a non-privileged power telemetry interface exposing a
scalar proxy for aggregate current or power over a domain
that includes the DRAM subsystem, sampled at low timing
resolution. The attacker does not require a high-resolution
timer, privileged platform control (governor, thermal state,
DVES), nor physical access or external instrumentation.

We do not restrict ourselves to a particular type of
power sensor. We use the accessible power telemetry that
the platform exposes and adapt the primitive to it. In modern
SoCs, for example, the operating system exposes struc-
turally equivalent interfaces through PMIC mailboxes, Linux
hwmon, and IIO drivers, with analogous interfaces available
on x86 (RAPL) and server platforms (BMC (Baseboard
Management Controller) rails). Access policy varies: on
some platforms, the relevant device node is world-readable
by default; on others, it is reachable through membership in
a standard, non-administrative group (e.g., video, gpio)
that ordinary users routinely hold. In every case, the require-
ment is weaker than root, any CAP_SYS_ x capability, or
the timer access prior work assumes [35], [36], [47].

3.2. Physical-Address Visibility and its Conse-
quences

Recovering the mapping functions means observing
how differences in physical address sort probe pairs into
the DRAM hierarchy. How much of the physical address
userspace can see, therefore, bounds what the attacker can
recover on its own, giving rise to two regimes.

Self-sufficient userspace. If the OS hands out large,
aligned, contiguous pages, the virtual and physical addresses



agree on every bit the hierarchy uses (VA[i] = PA[i]), and
the full mapping follows from virtual addresses alone.

Hierarchy observation. If the mapping reaches past the
large-page range, userspace can no longer see the high
physical bits needed to fully invert it. It still recovers the
hierarchy’s structure from virtual-address pairs: how many
contention levels exist and how often pairs fall into each.
What it cannot do is name those levels in physical-address
terms. This requires a single offline profiling step via a
privileged translation interface (/proc/self/pagemap),
whose result is fixed by the DDR-controller settings and
reused indefinitely. Prior software methods pay the same
offline cost on the same interface [35], [36], [47], so we
claim no lower privilege; what we remove is the timer,
reading the hierarchy from power instead [35], [36]. Most
importantly, the information exposed by the power channel
is richer, resolving hierarchy levels from contention, where
the timing channel fails.

4. DRAM Contention Power Side Channel

This section introduces the channel at the core of
HOMARD. A stream of memory operations drives the
subsystem through state transitions whose energy costs dif-
fer, and every rail that supplies the memory subsystem
integrates these costs into a current the attacker can read.
Fully unprivileged and timerless, HOMARD separates ex-
ecution paths by the current they draw. It is sensitive to the
structural state, e.g., the DRAM hierarchy, as well as to the
data. Subsection 4.1 develops the physical mechanism that
links memory activity to rail current, and Subsection 4.2
formalizes the measurement primitive.

4.1. Physical Mechanism

A DRAM access is a sequence of electrical events. Each
command, ACT, PRE, RD, and WR, draws its own current
according to the work it does inside the chip. Total power
depends on the command stream, the active bank state, and
the data moved, not on a uniform per-access cost [45], [8].

Modern DRAM splits its supplies into several voltage
domains, such as the core array, the boosted wordline, and
the DQ I/O, each exposed on a separate rail that a board-
level sensor reads individually [41], [34]. The current on
these rails tracks the command mix, from tens of milliamps
at standby to hundreds during a read burst [8].

Two axes modulate this current. The first is command
density, the mix and rate of commands the access pattern
imposes. A same-bank conflict adds a PRE and ACT per
access and serializes the schedule; bank- or channel-parallel
patterns sustain a denser stream. Command density depends
on where the accessed addresses meet in the DRAM hier-
archy, and HOMARD-RE reads it (Section 5).

The second is data-dependent current, set by the bits
the access moves [8]. The read current carries two linear
terms: it rises with the Hamming weight of the line, and
with the number of bits that toggle between two consecutive

transfers, the Hamming distance. HOMARD-Data reads
these terms (Section 6).

The available power sensor never exposes the rail current
at this timescale. Internally, it samples at a high rate [42], but
it does not report those samples: each user-visible value is
an integration of many internal samples [43]. Modeling one
conversion as an integrate-and-dump, the reported sample is
the mean current over a window T,

1 DT
T M Or 1)
T Jyr
which already averages away anything faster than the win-
dow. The sensor then averages N such conversions before
updating its registers, so the user-visible interval T,,q ~
N T stretches to milliseconds, and the exported rate drops
to tens of hertz [43]. Userspace therefore reads a heavily
low-pass-filtered mean of the rail current, far slower than
any single command could be, and never the instantaneous
power.

This two-stage path, fast internal sampling followed by
integration and averaging, is common to the shunt monitors
and PMICs we use. The Pi 5 PMIC Figure 2a lacks a
public datasheet, but our experiments suggest it follows the
same model. The integration that hides individual events is
exactly what we exploit: repeating a stimulus accumulates
its contribution inside the window of Equation 1, so the
same averaging that suppresses a one-shot access amplifies
a sustained one. Subsection 4.2 builds the primitive on this.

A single command or bit transition lasts nanoseconds
and is erased by this window, so neither axis appears in
one access. The readable quantity is the windowed mean
of Equation 1. The two axes are orthogonal, so we isolate
one by keeping the other constant: with the data content
identical across accesses, only command density varies and
the current exposes the hierarchy (Section 5); with the access
pattern identical, only the data varies and the current exposes
the content of a memory block (Section 6). One channel thus
carries both attacks, and Subsection 4.2 builds the primitive
that fills this window to read it.

4.2. The HOMARD Primitive

HOMARD rests on a single primitive: a loop that re-
peats a stimulus H for NV iterations and reads the current the
memory subsystem draws while it runs. The power sensors
exposed to the userspace are coarse and slow. One flush-
and-load swings the rail by microamps over nanoseconds,
far below a telemetry interface that samples at tens of
hertz. Repeating # integrates its per-iteration contribution
over the sensor window until it rises above the noise floor
(Subsection 4.1). Repetition is the amplifier that turns a low-
resolution power sensor into a reliable side-channel against
DRAM microarchitecture.

The iteration count NV is the only knob. We raise it until
the per-probe deviation falls below one sensor LSB, so the
same loop runs unchanged across platforms that differ in
sensor resolution, sampling rate, and noise floor; the attacker



sets N from the SNR that each platform and each target
demands (Subsection 5.3). The loop returns the rail current
averaged over the N-iteration burst (Algorithm 1); each
attack then maps that scalar to its label.

Algorithm 1 The HOMARD primitive.

Require: Stimulus #; iteration count N
Ensure: Mean rail current ;4 over the burst
: function HOMARD(H, N)

return ;. <— MEAN_RAIL( )

1
2:
3: STIMULATE(H, N)
4
5: end function

The hammering stimulus H is generic for each attack.
We instantiate it twice, once to recover where memory lives
and once to recover what the controller moves.

A structural stimulus Hp,i (A, B) is an address pair.
Each iteration flushes and reloads both addresses, and the
command stream the controller issues (ACT, PRE, RD) de-
pends on where A and B meet in the DRAM hierarchy. The
returned scalar therefore recovers the hierarchy relation, the
bank, sub-channel, and chip selectors (Section 5).

A data-dependent stimulus Hp is a memory access
whose content fixes the bus-toggle profile of the transfer.
The returned scalar then recovers the content moved over
the bus, the Hamming weight of a line or its exact bytes
(Section 6).

The two attacks share one loop and one amplifier;
only the stimulus and N change, and a classifier, tem-
plate, or correlation maps the returned scalar to its class.
Used structurally, the primitive resembles the classical row-
conflict channel [35], but reads power rather than latency
and separates each level of the hierarchy instead of a single
same-bank bit. Used on data, it has no counterpart in prior
software-only channels on the platforms we study.

5. HOMARD-RE: DRAM Hierarchy Recovery

HOMARD-RE instantiates the primitive of Subsec-
tion 4.2 with the structural stimulus Hai. (A, B), recovering
the DRAM address-mapping hierarchy on Arm without
timers or performance counters. Each iteration issues mem-
ory loads to the address pair, and the controller answers
with a command sequence that depends on where A and
B meet in the hierarchy: a row-buffer conflict on a shared
bank, a shared sub-channel or chip, or no shared structure at
all. Repeating the stimulus integrates this command-density
difference into a stable rail current, which a lightweight
classifier maps to a hierarchy level. Because the current
reflects every level at which the two addresses agree, not
only whether they collide at the deepest one, the oracle
is multi-level rather than binary, exposing a structure that
timing channels on the same controller cannot resolve [35].

5.1. Attack Design

We instantiate the HOMARD primitive with a structural
stimulus: an ordered address pair (A, B) whose relation

in the DRAM hierarchy is unknown to the attacker. Each
iteration flushes the cache lines containing A and B and
issues memory loads to both. The controller’s response
depends on whether A and B collide on a bank, share a
sub-channel or a chip, or share no structure at all: each
case produces a different mix of ACT, PRE, RD, and WR
commands per iteration. Repeating the stimulus over N
iterations integrates this command-density difference into
a stable mean rail current (A, B). We obtain p by call-
ing HOMARD with the structural stimulus Hpai (4, B),
then a lightweight classifier maps p to a hierarchy label
L € {conflict,subch, chip, distinct}; we call this probe
PAIR-PROBE.

The attacker runs PAIR-PROBE on a structured set of
address pairs {(A;, B;)}M, and accumulates the labelled
XOR differences

D= {(Al S3) Bi7 Li)7 L;= PAIR'PROBE(Aia Bia N)}a

which is the input to the recovery procedure of Subsec-
tion 5.2.

Two properties of this instantiation matter for what
follows. First, the output is multi-level by construction: u
reflects every level at which A and B may agree, not only
the deepest one, so the oracle returns one of four labels
rather than a same-bank bit. Second, the stimulus fixes the
data pattern across all probes, isolating command-density
variation as the dominant source of signal.

5.2. Hierarchy-Aware Reverse Engineering

5.2.1. From Binary to Multi-Level Oracles. The response
of PAIR-PROBE to an address pair (4, B) is not a binary
same-bank bit but a label L; identifying the deepest level
at which A and B agree in the DRAM hierarchy. This
richer output is a structural property of the attack, not of
the rail-current channel: any side channel whose observable
separates two addresses by the level of their agreement,
rather than only by whether they collide at the deepest
level, exposes the same labels. We develop the recovery
procedure for such a multi-level oracle abstractly in this
section, and evaluate the specific case of HOMARD’s 4-
level rail-current oracle.

Let V = F% be the candidate physical-address space.
A hierarchy with r levels is described by selector matrices
Hy,..., H,, where level j contributes ¢; = K; — K;_;
new linearly independent selector dimensions (with K; =
rk(H<;) and Ky = 0). Two addresses A and B agree
through level j exactly when H<;D' = 0, where D =
A @ B. A multi-level oracle on input D; returns the largest
j satisfying this condition; equivalently, L, = j encodes the
7 — 1 nested kernel memberships

D; € ker(Hgl) D kel“(Hgg) IDEREND ker(HSLi)-

A binary same-bank oracle is the degenerate case L; €
{r, —r} that collapses all intermediate equalities into a single
bit.



5.2.2. Sequential Recovery. The multi-level oracle admits
a recovery that proceeds one hierarchy level at a time, from
the most probable equality to the least probable one. At stage
7, previously recovered selectors define the sampling space
ker(H ;). The attacker generates uniform differences in this
space, queries the oracle, and keeps the pairs satisfying L; >
j. Stacking those differences into a matrix D; and solving
D;z" =0 yields, at full rank,

nullspace(D;) = span(H<;).

The new selectors introduced at level j are recovered as any
complement basis of span(H;) inside this null space.

Two properties make this procedure correct and efficient.
First, the recovered span at stage j is invariant under bit
reuse across hierarchy levels: H; may reuse address bits
that already appear in H.;, and only the rank increase g;
matters. Second, conditional on exact recovery at stage j —
1, the stage-j samples are uniform on ker(Hc;), so the
filtered useful samples are uniform on ker(H<;), a subspace
of dimension n — Kj.

5.2.3. Sample Bound. The cost of recovery depends on how
often the oracle observes the next equality. Inside ker(H ),
the conditional probability of agreement at level j is

_ | ker(Hg;)|
| ker(H;)]

A binary oracle targeting only the deepest equality observes
this event with probability []_, 27% = 27" in the full
address space, paying the product of all level probabilities
as its collision factor. A hierarchy-aware oracle replaces this
single rare event with r conditional events, each sampled
inside the kernel recovered at the previous stage.

Pr[H;D" =0 | H;D" = 0]

=274,

Theorem 1 (r-level sample bound). Let an oracle return
the deepest agreement level L; € {1,...,r} for each pair,
with per-stage classification noise 0; and per-stage failure
budgets c; > 0 summing to €. Hierarchy-aware recovery
requires in expectation

T

20; r(2nKi — 1)
SO N rem =1
- Z 16, log2< £ )

j=1

Nscq

measurements, against
9K, on—K. _ 1
Npin > 1—910g2<8)

for a binary same-bank oracle. The per-trace improvement
is the ratio .,

S o,

j=1

which is strictly less than one whenever r > 2 and at least
two levels satisfy q; > 1.

Why hierarchy-awareness. The binary approach pays a
single exponential factor 2% in collision rate; the hierarchy-
aware approach pays the sum > .2%. The additive log, r
overhead from the union bound is asymptotically dominated

by this multiplicative saving. The improvement compounds
with hierarchy depth: each additional level adds 2% to
the sum but multiplies the product. We validate the bound
empirically on real hardware in subsubsection 5.2.3.

Channel-agnosticism of the methodology. subsubsec-
tion 5.2.3 makes no reference to the physical mechanism
that produces the labels L;. The procedure of subsubsec-
tion 5.2.2 applies to any oracle whose classification noise
satisfies §; < 1 at every hierarchy level the attacker wishes
to recover; the per-stage cost degrades gracefully as 0,
increases. In particular, the methodology recovers the binary
case as the special instance in which the oracle exposes
only the deepest level, reproducing the bound of [36]. The
rail-current channel of HOMARD happens to expose four
levels with 6; ~ 0; we evaluate this specific instantiation in
Subsection 5.5.

5.3. Platforms and Setup

We evaluate HOMARD on three architecturally distinct
platforms (the AMD ZCU102, the Raspberry Pi 5, and the
NVIDIA Jetson TX2), each pairing a different controller
architecture with a different commodity power-telemetry in-
terface. This diversity exercises PAIR-PROBE under varying
bank arithmetic, hierarchy depth, sensor LSB, and sampling
rate without changes to the primitive itself.

/| | Sub-ch. 0
LPDDR4 [
Die0 N

BAO1

EMC (64-bit bus)

@ DDR Ctrl

BA04

J BCM2712 SoC

& Raspberry Pi 5

(a) Raspberry Pi 5.

LPDDR4
Die 1

Tegral86 SoC
Memory controller

Sub-ch. 1 ]
4 banks

2 chips x 2 sub-channels x 4 banks = P(conflict) = 1/16

(b) Jetson TX2.
Figure 2: Attacker setup on the Pi 5 and Jetson TX2.

AMD ZCUI02. A Zynq UltraScale+ MPSoC develop-
ment board with a 4-bank DDR4-2400 controller and a
contiguous 2-bit bank index. The DDR rail VCCO_PSDDR
is monitored by a TI INA2xx sensor exposed through
the Linux hwmon interface at ~ 28 Hz, world-readable to
userspace.

Raspberry Pi 5. A Broadcom BCM2712 SoC paired
with a 16-bank LPDDR4X die through an on-package in-
terconnect (Figure 2a). The CPU accesses off-chip mem-
ory through the integrated controller while the on-board
DA9091 PMIC aggregates the DDR rail DDR_VDD2 and
exposes its instantaneous power consumption through the
VideoCore firmware mailbox at /dev/vcio, sampled at ~
44 Hz. Access requires membership in the standard video
group, which ordinary desktop users hold by default.



NVIDIA Jetson TX2. A Tegral86 SoC carrying two
physically distinct LPDDR4 memory chips on a 64-bit
bonded bus (two 32-bit sub-channels) at 1331 MT/s, with
an aggressive DVFS policy (Figure 2b). The DDR rail
VDD_SYS_DDR is monitored by an on-board INA3221
multi-channel sensor exposed through the Linux IIO inter-
face at 1kHz with a 1 mA LSB.

Adapting PAIR-PROBE per platform. The primitive it-
self is identical across platforms; what changes are two
implementation knobs chosen to keep the per-probe standard
deviation below one sensor LSB. The iteration count N
scales with the sensor’s LSB and noise floor: N ~1-5x10?
on the ZCU102 and Pi 5, where the rail signal is read in mA
or mW and the noise floor is tens of p/A, and N = 50,000 on
the Jetson, where the INA3221°s 1 mA LSB requires longer
integration. The Jetson also needs a 90s rail warmup to
suppress DVES transients that the 1kHz sensor rate would
otherwise alias; the other two platforms run using their
default configuration.

Ground-truth physical addresses. Recovering the hier-
archy mapping function in physical-address coordinates re-
quires the physical address of each probed virtual address.
We obtain these by querying /proc/self/pagemap
once per platform configuration, the same offline cost in-
curred by prior DRAM reverse-engineering [35], [36]. The
online measurement loop itself requires no privileged access.

5.4. Timing Baseline and Where It Structurally
Fails

We first reproduce the timing methodology of prior
work [35], [36] on all three platforms, then evaluate the
power channel under the same protocol. The timing method-
ology is unchanged: for each pair (A4, B), the attacker times
two consecutive uncached loads, accumulates a per-pair
latency histogram, and classifies the pair by a threshold
separating row-buffer hits from conflicts. The power chan-
nel substitutes the latency measurement by power analysis;
everything else in the procedure is identical.

The top row of Figure 3 shows the timing-channel result.
On the ZCU102 (Figure 3a) and the Raspberry Pi 5
(Figure 3b), the latency histograms are cleanly bimodal:
row-buffer conflicts and non-conflicts form non-overlapping
clusters, classifiable by a single threshold with AUC = 1.0.
On the Jetson TX2 (Figure 3c), the populations no longer
separate: out of 3,000 pairs, 2,954 measure 249 ns and only
46 measure 325ns. In a 16-bank mapping, random pairs
should conflict with probability 1/16, predicting ~ 188 con-
flicts; the timer exposes a quarter of that. The information
content drops to 0.11bits per pair, and the bank functions
cannot be uniquely recovered. This matches the limitations
discussed in [36].

The bottom row of Figure 3 shows the power-channel re-
sponse under the same protocol. On the ZCU102, 500 pairs
on the VCCO_PSDDR rail form two non-overlapping clus-
ters at 188.44 mA (conflicts) and 192.65 mA (non-conflicts)
separated by a 3.05mA gap, yielding AUC = 1.0 and
100% accuracy with a single threshold at 190.64 mA. On

the Raspberry Pi 5, 240 pairs on the DDR_VDD?2 rail split
at 87.99 + 1.96 mA and 102.92 & 2.47 mA with a 6.26 mA
gap, yielding AUC = 1.0 and 99.6% accuracy on a 500-pair
blind deployment; the same blind protocol on the ZCU102
reaches 100%. In both cases, the power channel matches the
timing channel: a single scalar threshold suffices.

On the Jetson, the power channel exposes a structure that
timing cannot distinguish. The measurements form four non-
overlapping peaks at 252.2, 256.2, 259.2, and 264.0 mA,
with intra-class spread ¢ < 0.67mA and adjacent gaps
of at least 3.0mA. The four levels correspond to four
DRAM relations: same bank, same sub-channel, same chip,
and distinct chip. Those levels instantiate the multi-level
oracle of Subsection 5.2 with » = 3 and rank increments
(g1,92,93) = (1,1,2). The correspondence between power
levels and hierarchy classes is not assumed, but it will be
validated by the staged recovery of Subsection 5.5, where
any other permutation of labels fails to produce a consistent
null-space basis. Two further consistency checks support the
labeling. First, the chip-sharing rate over 3,000 random pairs
is 50.6%, matching the uniform distribution over two chips.
Second, across 10 repetitions per pair, 99.3% of probes land
in the same of the four bins, confirming per-probe stability
of the labels. We quantify the resulting information content
as 2.88bits per pair, against 0.11 bits for the timing channel
on the same platform.

5.5. Reverse Engineering beyond Timing

On the two platforms where the power channel is bi-
modal (Figure 3d, e), the recovery reduces to the standard
null-space procedure of prior work [36]. On the ZCU102,
20,000 pairs yield 4,980 conflicts (24.9%, matching the 1/4
rate of a 4-bank system) and the null space recovers the
contiguous 2-bit bank index. On the Raspberry Pi 5, 500
pairs yield 31 conflicts (6.2%, matching 1/16 for 16 banks)
and recovery gives a 16-bank mapping. Wall-clock cost is
dominated by measurement (= 500 s on the ZCU102, ~ 30s
on the Pi 5); computation is milliseconds. The full recovered
mapping functions are listed in Appendix A.

On the Jetson TX2, the four-level power signal allows
us to perform richer recovery than the binary distribution
model. The binary same-bank oracle of prior work would
wait for 1/16 rare row-conflict pairs:

Pr[same bank] = Pr[c¢(D) = 0]
-Pr[s(D)=0|¢(D) =0]
Pr{fi(D) = f2(D) =0
(D) = 5(D) = (]

paying a 16x collision penalty on every probed row before
obtaining one useful constraint. Our multi-level oracle ex-
poses the intermediate equalities and recovers the hierarchy
sequentially, from the most probable equality to the least
probable.

Stage 1: chip selector. All pairs with L; # distinct sat-
isfy ¢(D;) = 0. We collect D, = {D; : L; # distinct} and
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Figure 3: Timing (top) vs. power (bottom) on the three evaluation platforms. The parenthesized number in each legend entry is the

number of probed address pairs falling in that class.

solve D.x" = 0; at rank n — 1, nullspace(D,.) = span(c).
Since Pr[e(D) = 0] = 1/2, this stage requires

2 n—l 1
Ne > 10, log, <50>

measurements in expectation.

Stage 2: sub-channel selector. Knowing c, we restrict
the search to ker(c) = {D : ¢(D) = 0}. Inside this
halved space, same-sub-channel pairs satisfy s(D) = 0. We
collect D, s = {D; : ¢(D;) = 0, L; € {subch, conflict}}
and solve DQSxT = 0; at full rank, nullspace(D. ) =
span(c, s), and s is the independent direction not already
in span(c). Since Pr[s(D) = 0 | ¢(D) = 0] = 1/2, the
expected cost is

2 2n=2 1
Ns>1_9510g2( €s )

Stage 3: bank selectors. Knowing ¢ and s, we sample
inside ker(c, s) = {D : ¢(D) = s(D) = 0}, a space already
reduced to one quarter of the address space. Within this
subspace, row-conflict pairs satisfy f1(D) = f2(D) = 0
with probability 1/4, four times denser than the 1/16 rate
the binary oracle would observe in the full space. We
collect D., s and solve for the null space, recovering
span(c, s, f1, f2); the bank-selector space is the complement
of span(c, s) inside this span. The expected cost is

4 2n4 — 1
Ny > 1 :
T=1-9 ng( £f )

Summary on TX2. The hierarchy-aware procedure re-
places a single rare 1/16 event with three conditional events
of probabilities 1/2, 1/2, and 1/4, each sampled inside the
kernel recovered at the previous stage. In the language of
Theorem 1, the rank increments are (q1,q2,q3) = (1,1,2),
the binary collision factor is 2!71*2 = 16, and the
hierarchy-aware factor is 2! + 2! 4 22 = 8. Thus, the per-
trace improvement is 2x before accounting for the stage-
wise sampling restriction; accounting for it, the bank stage
alone is four times denser than in the full address space. The
near-zero up-leak (6; ~ 0) assumed by the bound holds as
the > 3 mA inter-class gap in Figure 3f dwarfs the 0.67 mA
intra-class spread, making label-flip errors vanishingly rare.

2.15 X fewer measurements
-~

Pr[full recovery]

Total measurements N (probe pairs)

——0— stage 3: complete hierarchy-aware
—{— Binary same-bank (empirical)
— -~ Hierarchy-aware (theory)

—— - Binary same-bank (theory)
- stage 1: chip €
- stages 1+2: chip ¢, sub-ch S

Figure 4: Recovery probability vs. measurements (Jetson TX2).
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Figure 5: Hamming-weight response of the two DRAM rails.
Both plots use amplification: the target line is replicated across
contiguous cache lines and read repeatedly per trigger.

Figure 4 validates the procedure on real hardware. The
binary oracle waits for 1/16 rare row-conflict pairs and only
completes at Np,—; = 476. The hierarchy-aware procedure
spends its first measurements on the cheap chip and sub-
channel stages (probabilities 1/2 and 1/2), then samples
inside ker(c,s) where conflicts are four times denser, and
completes at Np,—; = 221. This is a 2.15x reduction in
total measurements for the same end-to-end recovery, and
the empirical curves track the theoretical bound tightly. The
Jetson result therefore demonstrates the multi-level method-
ology of Subsection 5.2 on real hardware in the regime it
was designed for: a channel exposing 7 > 1 hierarchy levels,
where binary recovery is strictly suboptimal.

6. HOMARD-Data: DRAM Data Recovery

HOMARD-RE recovered where memory lives.
HOMARD-Data instantiates the same  primitive
(Subsection 4.2) with the data-dependent stimulus Hp,
recovering what is moving over the data bus. A DRAM
read draws a rail current with two data-dependent terms [8]:
a static term set by the line’s Hamming weight, and a
dynamic term set by the bits that toggle on the bus between
two consecutive transfers. A single kernel gadget, described
in Listing 1) in Appendix C, exploits both, and we also
evaluate it under speculative execution.

6.1. Setup

We run all experiments on the Pi 5. Of the rails the PMIC
exposes, two carry the DRAM signal: DDR_VDD2_A, the
~ 1.1V core-array supply, and DDR_VDDQ_A, the 0.6V
DQ I/O supply. The other ten stay at their noise floor and
serve as negative controls.

Figure 5 shows how the two rails respond as the
line’s Hamming weight sweeps from 0 to 512. The core
rail DDR_VDD2_A (Figure 5a) rises linearly with weight
(R? = 0.98): each set bit adds a fixed current. The I/O
rail DDR_VDDQ_A (Figure 5b) traces an inverted V instead:
current climbs to HW = 256, then falls toward all-ones.
This fold is symmetric, so each VDDQ level maps to two
weights. This matches JEDEC LPDDR4 Data Bus Inversion
(DBI) [15]. The fold appears on the bus rail and not the core

rail, because DBI inverts bus bits while the array drives the
un-inverted data.

6.2. Shared primitive

Both attacks (Subsection 6.3 and Subsection 6.4) in-
stantiate the HOMARD primitive (Subsection 4.2) with a
data-dependent stimulus Hp(G, V). For those attacks we
consider two memory blocks, V' and G, in the same DRAM
row at adjacent columns, the placement that maximizes the
signal-to-noise ratio (SNR) [8]: the two reads hit the open
row and the same Data Input/Output (DQ) lanes, so the
G — V transition drives the full per-lane toggle onto the
rails with no intervening activation (ACT). As discussed
in Subsection 7.4, this placement is not a strict require-
ment, however. When G and V' do not share a row, for
instance when they sit in different banks, the signal remains
exploitable. V' holds the unknown 64-byte victim content
v = (v1,...,064); G holds an attacker-controlled block
g = (g1,-.-,964). The stimulus flushes both and reads G
then V. Sharing the open row and the same DQ lanes, the
two reads drive g then v over the bus. Run for N iterations,
the primitive returns the scalar p of Algorithm 1.

The G —V transition toggles the bits in which ¢g and v
differ, so the dynamic term scales with Hamming distance,

64
HD(G,V) = HW(g@v) = Y HW(g; @v;), (2)

j=1

a sum of 64 independent per-byte terms. The reading is
affine in this distance,

u = a+~vHD(G,V) +¢, 3)

with per-bit current ~, baseline «, and noise ¢ that aver-
ages out over N. Equations 2 and 3 hold throughout the
remainder of this section. The choice of G sets the purpose:
« Hamming-weight oracle (G = 0) An attacker’s mem-
ory block full of Os collapses the distance to the vic-
tim’s block Hamming weight (Subsection 6.3):

i = HD(0,V) = HW(v), )

« Data value recovery (G random) The memory block
is set with a uniform-random g; per trace, and then the
attacker drives an unprofiled attack (Subsection 6.4).

6.3. Hamming-Weight Recovery

We run the primitive in its G = 0 mode, where y reads
out HW (v). Recovery is profiled: we first build a template
offline and then match against it online.

Offline, the template we build maps a rail reading to a
Hamming weight. We want both VDDQ and VDD?2 rails
to drive the estimate, because each is informative over a
different part of the range. VDDQ is steep, and therefore
discriminative. However, due to the DBI creating the mea-
surement symmetry shown in Figure 5b, each actual sample
might correspond to two different values: k and 512 — k.
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Figure 6: Hamming-weight recovery in the G = 0 mode: (a) the
offline template, (b) the online per-line recovery.

Because of this, it is informative for only half of the range.
In contrast, VDD2 is monotonic across the entire range but
offers less discrimination between values.

We resolve this geometrically. We plot one rail against
the other, so each Hamming weight n becomes a single
point v, = (ftyppq(n), fivpbpz(n)); each rail is first z-
scored (centered and scaled to unit variance) so the two
axes are comparable. As n runs from 0 to 512, the points
trace the calibration curve of Figure 6a. We then identify
each reading by how far along this curve it lies, i.e., we
calculate its arc length from n = 0:

ni) = 051 = e )
j<i
The arc length thus combines both rails into a single mono-
tonic coordinate, using VDDQ and VDD?2 to break the fold-
symmetry ambiguity and keeping VDDQ’s high separability.
Ilustrated in Figure 6a, this joint template is more accurate
than either rail alone.

Online, the primitive returns the rail pair
(MVDDQ, wvppe) for the unknown line. We z-score
it, project it onto the template polyline (Figure 6a), and
read the arc-length coordinate of the nearest point. Linear
1nterpolat10n between the bracketing vertices inverts it to
AW = s~ (1), unambiguous across the fold.

Figure 6b reports the online phase. At N = 450 traces
per line (= 150s), per-line recovery over the full 0-512
range reaches a mean absolute error of 5.1 bits. The static
term is therefore a full-range Hamming-weight oracle: this
unprivileged rail sampling estimates a victim line’s weight
to within a few bits.

6.4. Data Value Recovery

Hamming-weight recovery returns only how many bits
a byte sets, and many bytes set the same number of bits
(0x01, 0x02, and 0x80 all have weight one). The weight
therefore identifies a class of values, not a single one. The
dynamic term resolves the value: the Hamming distance
HW (g @vj) to an attacker-chosen byte g depends on which
bits differ, not just on how many v; sets. Sweeping g over
many values leaves only the true v; consistent with every
measured distance. We therefore run the primitive in its
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random-G mode (Subsection 6.2) and apply per-byte CPA
to recover the exact value.

Recovery targets VDD2. Figure 7 sweeps HD(G, V)
from 0 to 512 at fixed HW(G): VDD2 rises linearly,
~ 20 uA per toggled bit (R? = 0.96), so the rail reads
out HD(G, V) directly. We observe that VDDQ shows no
toggling response above the sample noise, consistent with
the low I/O-supply SNR reported by [8].

Each trace draws a random g; and records p;, which
grows linearly with the number of toggling bits (i.e.,
HD(g;,v)), as the sum of the independent per-byte dis-
tances. As a consequence, per-byte CPA could theoretically
recover each v; separately: for every byte position, it cor-
relates the readings against the toggle count predicted by
each candidate value and keeps the best-correlated one as
the potentially correct byte. Two details stabilize the run:
every 16th trace uses G = 0 as a drift anchor subtracted
before CPA, and traces whose reading lies more than three
median absolute deviations (MAD) from the local median
are dropped. We declare a byte recovered when its true value
reaches rank 1 among the 256 candidates.

We evaluate against a 64-byte secret that spans all
Hamming-weight classes, including the extremes 0x00 and
OxFF. The attack is blind: CPA only sees the pairs (g;, 1),
and the ground truth is only used for evaluation. Figure 8
shows the per-byte success rate against trace count; the noise
floor decays as 1/\/]V At N = 64.5k traces (=~ 19h), the
CPA recovers 63/64 bytes at rank 1, with the last byte
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Figure 9: Spectre-RSB gadget for HOMARD-Data.

at rank 2. The secret therefore lies in a 2-candidate space
(guessing entropy = 1 bit), settled by one verification query.
The weight extremes recover cleanly: the all-zero and all-
one bytes, the least-variant lanes, both reach rank 1. Overall,
we can conclude that recovery is value-agnostic.

We run two verifications. The first confirms the leakage
is real: we re-pair each g; with a p; from the wrong trace
and rerun the CPA, and recovery drops to 0/64. The signal
therefore comes from the data-dependent G — V' transfer,
not a measurement artifact. The second explains the one
missed byte: its true value trails a competitor by a single
bit, and the gap does not shrink with more traces. This is
harmless, since the secret already lies in the 2-candidate
space that a single verification query resolves.

6.5. Recovery Under Speculative Execution

Subsections 6.3 and 6.4 have shown how to recover
Hamming weight and data by reading lines that a committed
instruction loads. We now show how both modes still work
when the lines are speculatively fetched only on a mispre-
dicted path, as in Spectre [20], [22]. This implies that the
read of the victim block V' never updates the architectural
state, making HOMARD’s threat model strictly stronger,
and broadening the set of exploitable gadgets.

Figure 9 shows the gadget (Listing 3). A b1l pushes the
address of label 3: onto the return-stack buffer (RSB) [24],
training it to predict 3: as the return target. A short-latency
operation produces the ret target, so the ret resolves
late. During that window the RSB runs the instruction
at 3: speculatively and issues the linefills of G then V,
producing one G —V bus transition. Both lines are flushed
beforehand, so each speculative load misses and triggers a
DRAM linefill. When the ret resolves, the path commits
to 4: and squashes the burst, but the linefills it already
dispatched complete on the rail.

The window only has to cover the load dispatch, a few
cycles, not the full DRAM round-trip of hundreds of cycles:
a dispatched linefill becomes an outstanding memory trans-
action. A short window therefore maximizes the speculative
trigger rate. Any operation that delays the ret long enough
serves as the latency source.

Hamming-weight recovery (G = 0). With G = 0 the tran-
sition reduces to HW (1), so the template of Subsection 6.3
recovers the Hamming weight of a line read only on the
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Figure 10: Speculative (RSB) recovery of an unknown 64-byte
kernel block.

squashed path. It reaches =~ 89% accuracy over the nine
weight classes, against an 11% uniform random baseline in
Figure 10a.

Value recovery (random (). We run the same per-byte
CPA under speculation. The window length is the lever. A
minimal ~ 2-cycle window drives the rail to 14.7 pA/bit,
matching the architectural 14.8 pA/bit, while a large window
of hundreds of cycles collapses it to ~ 20% of that. The
recovery curve tracks the architectural gadget (Figure 10b):
at ~ 60k traces, it recovers 63/64 bytes in a 2-candidate
residual, the same result as the architectural attack, in ~ 18 h.
The block is recovered while it is read only on the squashed
speculative path, never by a committed instruction.

7. Discussion

7.1. Generality of HOMARD-RE

The recovery framework of Subsection 5.2 is side-
channel-agnostic. It requires only an oracle that distin-
guishes the level at which two addresses agree in the
DRAM hierarchy; any side channel providing this instan-
tiates the same procedure and reaches the same sample
bound (Theorem 1). The advantage over a binary same-bank
oracle is structural: it measures each level independently
and conditionally, replacing one exponentially rare collision
with a sequence of cheaper conditional events. The saving
compounds with hierarchy depth and depends only on the
hierarchy, not on the side channel, as shown in Appendix B,
Figure 12.

This generality is bounded by one condition: the side
channel must produce a distinct, separable current level at
each hierarchy level being recovered. We demonstrated this
for bank, sub-channel, and chip on the Jetson TX2, where
the four agreement classes form non-overlapping current
peaks (Subsection 5.5). Channels, ranks, and bank groups
remain untested, since our platforms do not support them.
We expect them to separate: a bank group imposes a longer
column-to-column delay ({ccp 1. Vs. tcep_s), and a rank
switch adds bus turnaround and on-die-termination reconfig-
uration. Each shifts command density or I/O current, so each
should yield a distinct level. Confirming this hypothesis on a



multi-rank, bank-grouped DDR4/5 platform remains future
work.

7.2. Applicability of HOMARD-DATA

HOMARD-DATA is gated by one hardware condition:
a power rail supplying the DRAM array core must be
readable from unprivileged software. Three cases follow.
Where a core-array rail is exposed, as DDR_VDD2_A is
on the Pi 5, both leakage terms are available and the full
attack runs. Where only an I/O rail such as DDR_VDDQ_A is
exposed, the attack is limited to the static Hamming-weight
channel: I/O rails carry no Hamming-distance cross-term
(Subsection 6.4), so value recovery is unavailable. Where
no DRAM rail reaches userspace, the attack does not apply;
many smartphone SoCs fall here, restricting PMIC telemetry
to privileged software or aggregating domains into a single
supply that hides the array current.

Which platforms qualify is an open question. The re-
quirement, a core-array rail with unprivileged telemetry,
varies across vendors and form factors; constantly surveying
its exposure on AMD, Intel, Qualcomm, and embedded Arm
platforms is therefore of major importance.

7.3. Portability

The data attacks work across boards without retuning.
We rerun both modes, Hamming-weight and value recovery,
on a second Pi 5 with 2GB of memory instead of 16 GB,
and a new secret. The smaller capacity moves the channel-
select bit from bit 31 to bit 29; the primitive handles this
with no manual input by choosing the target layout from the
measured per-bit current. The rail is weaker on this board (v
about half the 16 GB value), so recovery needs more traces.
At 120k traces (= 34 h) the blind value attack recovers 47/64
bytes at rank 1 and the rest at rank < 5. The Hamming-
weight mode reproduces just as cleanly, recovering 62/64
bytes within 1 bit of the true weight (MAE 0.30 bit).

7.4. Memory Block Placement Constraint

Our gadget places G and V in the same DRAM row
(Subsection 6.2), but this is not required. Table 1 reports the
per-bit swing v and the recovery outcome across placements
on the Pi 5. The only constraint is a shared channel. A full
cross-bank CPA (G and V in different banks of the same
channel) recovers the secret at p ~ 0.046, against the same-
row p ~ 0.050, and leakage is stronger for memory blocks
in different banks of the same channel (y = 78%) than
for those in the same bank but different rows (y = 56%).
Switching to a different channel reduces the attack to 0/64:
G and V no longer share the DQ bus. In our threat model,
the same-channel placement, achievable using HOMARD-
RE’s extra-hierarchical information, is a key condition and
also easier to satisfy for unprivileged attackers than the
same-row condition.

TABLE 1: G/V placement vs. leakage on the Pi 5.

Placement 7 VS. same-row Recovery
Same row 100% yes (baseline)
Different bank, same channel 78% yes
Same bank, different row 56% yes (weakest)

Different channel — no (0/64)

7.5. Threat-model realism

While HOMARD only requires code execution and the
existence of commodity sensors, HOM ARD-DATA requires
loading the victim line from the DRAM. A first possibility
to achieve this on interesting lines is to leverage certain
kernel ioctl allowing users to load kernel addresses from the
userspace [22]. The second option is to leverage speculative
loads through Spectre gadgets as demonstrated in Subsec-
tion 6.5. Such gadgets have been found in production kernels
in previous work [24], [31], and the discovery of such
gadgets is an orthogonal field of work.

In our evaluation of HOMARD-DATA, we use a ker-
nel module that loads two memory blocks: an attacker-
controlled block and a block containing secret data. Al-
though our evaluation uses a customized workload, similar
access patterns can appear in real-world applications. For
example, a service decrypting attacker-supplied payloads
using a cryptographic library like OpenSSL [44] may access
attacker-controlled ciphertext and secret key. By varying the
payload contents and measuring the resulting power con-
sumption, an attacker could potentially apply HOMARD-
DATA to recover the accessed secret key.

7.6. Comparison Against Collide+Power

HOMARD leaks data as it moves between DRAM and
the controller, so it reaches any line the victim reads from
memory, whereas Collide+Power [22] leaks the transition
between two values inside a cache line and reaches only
cacheable data. To show the difference, we map the gadget
blocks as Normal non-cacheable and drop the eviction step;
we still observe the leakage. This models a victim that
processes attacker data next to a secret in an uncacheable
region, such as DMA descriptors or device-mapped buffers,
where Collide+Power has no signal. For the template attack,
the flush-free gadget profiles the weight of an uncacheable
line, and the joint z-scored template (Subsection 6.3) recov-
ers it at 85% exact (Figure 11a); the CPA recovers all 64/64
bytes at N =~ 3.3 X 10* traces (Figure 11b), fewer than the
cacheable gadget needs for 63/64. HOMARD thus reaches
uncacheable memory at parity with the cacheable gadget, a
victim class Collide+Power cannot reach.

7.7. Mitigations

Revoking unprivileged access to PMIC registers elimi-
nates the software attack path, and it constitutes a primary
practical mitigation. It removes the adversary’s access to the
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Figure 11: HOMARD-Data on uncacheable memory.

leakage rather than the leakage itself, so stronger adversaries
can still maintain a measurement point: a privileged attacker
operating in the normal world could still perform a PMIC-
based attack on the trusted world [26]. Furthermore, a root-
level adversary, or any attacker with a physical measurement
point, retains full access regardless of the access-control
policy. Near-field EM probes above the SoC can recover
DRAM bus signals without any software sensor access [30],
and embedded circuits in SoC FPGAs have demonstrated the
ability to measure DDR activity [37].

8. Conclusion

This work demonstrated that the unprivileged low-
resolution, aggregate power sensors of modern Arm SoCs
can be used to measure the power signature of DRAM
activity. Building on this, we built two attack families.
HOMARD-RE recovers complete DRAM addressing func-
tions from userspace, succeeds on platforms where the
timing channel fails outright, and exposes more hierarchy in-
formation than state-of-the-art methodologies. HOMARD-
DATA shows that the same primitive can successfully re-
cover the Hamming weight of a transferred memory block,
or the byte values moving from the DRAM. These attacks
can be mounted directly, or by leveraging a Spectre gad-
get. Together, these attacks demonstrate that power sensors
are a powerful and important threat to SoC security, even
with low timing or power resolution, and completely from
unprivileged software.

Use of Generative Al

Generative Al has been used for editorial and light
development purposes. All outputs were reviewed by the
authors for accuracy and coherence; originality remains the
authors’ contribution and responsibility.
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Appendix A.
Recovered Bank-Selection Functions

Table 2 lists the bank-selection functions recovered by
HOMARD on each evaluation platform. We use the com-
pact notation of prior DRAM work [35], [36]: an entry
[i, j] denotes PAi] @ PA[j], and a single [i] denotes the
direct selector PA[i]. The bank index concatenates the listed
functions in order.

Appendix B.
HOMARD-RE Genericity and Theoretical Ap-
plicability

Figure 12 projects HOMARD-RE onto the space of
DRAM hierarchies it can address: any controller that ex-

poses r > 1 levels of agreement admits the multi-level
recovery, and the per-trace saving grows with depth.

LPDDR4 Pixel
2ch X 8 bk

LPDDR4 Jetson TX2

2 chip X 2sch X 4 bk <K =4,q=(1,1.2)

empirical
LPDDR5 mobile Npr =1 =221

2ch X 4BG X 4bk Kr=5,q=(122)

DDR3 Sandy/Ivy Bridge
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DDR4 Skylake / Zen

2ch X 21k X 4 BG X 4 bk K =6, g=(1,12,2)

DDRS Alder Lake 6.5 x
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HBM2 server GPU

2 pch X 4BG X 4 bk Kr=5,g=(122)
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Figure 12: HOMARD-RE genericity across hierarchy depth.

Appendix C.
Kernel Gadgets

All three gadgets instantiate the data-dependent stimulus
Hp(G,V): each iteration drives one G — V transfer over

the bus and sinks the loaded data to defeat dead-code
elimination. They differ only in how the transfer reaches
DRAM. In every listing x11= G, x13= V, x15=sink,
and x12=iteration count; register binding and clobbers are
omitted.

Reference gadget. Listing 1 is the committed gadget used
for Hamming-weight and value recovery (Section 6). dc
civac flushes GG and V' to DRAM and a dsb orders the
flush, so the committed G — V' loads each miss the cache
and drive one clean bus transition.

o LA W —

1: dec civac, x11 // flush G to DRAM
dc civac, x13 // flush V to DRAM
dsb ish
1ldp g0, gl, [x11, #0] // read G (committed)
1dp a2, 93, [x11, #32]
1dp g4, g5, [x13, #0] // read V -> G->V bus
transition
ldp g6, g7, [x13, #32]
umov x16, v3.d[0] // consume + sink

str x16, [x15]
umov x16, v7.d[0]
str x16, [x15]
subs x12, x12, #1
b.ne 1b

Listing 1: Reference gadget: committed G — V' with explicit flush.

Uncacheable gadget. Listing 2 drops the flush and bar-
rier (Subsection 7.6): G and V' are mapped Normal non-
cacheable, so every load reaches DRAM on its own. The
bus transition is identical to the reference gadget, with no
cache maintenance.

Z 35 0 o a9 o wu

1: // G,V are Normal non-cacheable: every load reaches
DRAM
ldp 90, gl, [x11, #0] // read G
ldp g2, g3, [x11, #32]

1ldp g4, g5, [x13, #0] // read V -> G->V bus
transition

1dp g6, q7, [x13, #32]

umov x16, v3.d[0]

str x16, [x15]

umov x16, v7.d[0]

str x16, [x15]

subs x12, x12, #1

b.ne 1b

// consume + sink

Listing 2: Uncacheable gadget: no flush, no barrier; the Normal-
non-cacheable mapping sends every load to DRAM.

Speculative gadget. Listing 3 reads V' only on a mispre-
dicted path (Subsection 6.5). The bl pushes label 3 onto
the return-stack buffer, training it to predict 3 as the return
target. A dependent ALU loop holds the speculation window
while the G — V burst issues; the ret then resolves to
label 4, commits the architectural path, and squashes the
burst, but the linefills it dispatched already complete on the
rail.
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TABLE 2: Bank-selection functions recovered by HOMARD across the three evaluation platforms. Jetson functions are reported up to

the rank-2 basis of Subsection 5.5.

Platform Hierarchy Retrieved Functions

AMD ZCU102 4 banks [13], [14]

Raspberry Pi 5 16 banks [12, 33], [31, 32], [31], [12]

NVIDIA Jetson TX2 2 chips X 2 sub-channels x 4 banks ¢: [13]; s: [12, 13]; (f1, f2): {18,19,21, 22,24, 25,27, 28},

{14,17,18,20, 21, 23, 24, 26, 27,29}

adr x9, 4f

1: dec civac, xl11 // flush G to DRAM
dc civac, x13 // flush V to DRAM
dsb ish
bl 2f // train RSB: push &3f as
return target
3: 1ldp g0, gl, [x11, #0] // SPEC window: read G
1dp g2, 93, [x11, #32]
1dp g4, 95, [x13, #0] // spec G->V bus transition
1dp g6, q7, [x13, #32]
2: mov x6, ak // dependent ALU delay holds

the window
6: subs x6, x6, #1
b.ne 6b
add x30, x9, x6 // x30 = &4f ; ret resolves
after the delay
ret // architecture -> 4f, RSB
speculation -> 3f
4: wumov x16, v3.d[0] // consume + sink
str x16, [x15]
subs x12, x12, #1
b.ne 1b

Listing 3: Speculative (Spectre-RSB) gadget: G — V issues only
on the squashed return-mispredict path.

Ethics Considerations

All experiments were conducted on hardware owned
by the authors, in a laboratory setting, with no third-party
user, production service, or personal data involved. The
secrets recovered in Section 6 are values the authors planted
for measurement; no real credential or key was targeted.
Because HOMARD exploits a hardware and platform-
integration property rather than a software defect the authors
could patch, we followed a coordinated-disclosure process:
we notified the national CERT on June 09, 2026 and Rasp-
berry Pi Ltd on June 10, ahead of publication, and disclosure
to the other affected vendors is proceeding with the CERT’s
assistance. We believe publication strengthens defenses on
balance, since the mitigation we recommend in Subsec-
tion 7.7 is an access-control change that platform vendors
and distributions can apply without hardware modification,
and only parties aware of the exposure can apply it.

Meta-Review

Summary of Paper

The paper introduces a new side-channel attack
(HOMARD) that exploits power sensors measuring the cur-
rent on a domain that includes DRAM to leak information
about the geometry of the DRAM device and leak data
stored on the DRAM devices using CPA.

Scientific Contributions

o Creates a New Tool to Enable Future Science
o Identifies an Impactful Vulnerability
o Provides a Valuable Step Forward in an Established Field

Reasons for Acceptance

1) Identifies an Impactful Vulnerability: The paper presents
a new software-level power side channel that exploits
internal power monitoring sensors to measure the RAM
power consumption with only low-resolution measure-
ments of power and timing.

2) Provides a Valuable Step Forward in an Established
Field: The new side channel allows more information
about the DRAM geometry/hierarchy to be extracted
than via traditional timing-based approaches.

3) Creates a New Tool to Enable Future Science: The new
side channel may prove a significant aid in future attack
scenarios, e.g., new Rowhammer variants.

Noteworthy Concerns

1) Threat model & choice of platforms: The attack pre-
sented in the paper requires that an attacker can run their
own software on the victim device. As most smartphone
SoCs do not expose DRAM rail telemetry, the authors
instead focus on embedded devices which sometimes
expose this data. However, the PC notes that embedded
devices are often limited to only running code from
trusted sources, which limits the attacks’ applicability.

2) Value of hierarchy information: The paper shows how
an attacker can obtain new and previously-unavailable
information on the closeness of two rows in the DRAM
hierarchy, showing how leakage degrades based on
distances of the two measured rows. However, the
value of this information remains largely speculative, as
widespread use of component-level placement informa-
tion for Rowhammer and other attacks remains to be
shown.

3) Transient execution exploitability: The transient exe-
cution vulnerability depends on the availability of ap-
propriate gadgets in an application. The demonstration
depends on a constructed gadget, and the paper leaves
the discovery of such gadgets in unmodified applications
to other works.
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